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While most institutions are focused on external 
threats, they have become increasingly vulner-
able to malicious insiders: current or former 
employees, contractors, trusted third parties 
or other business partners who have authorized 
access to an organization’s network, systems, 
data or other assets. Celent, a search and advi-
sory fi rm serving the fi nancial community, esti-
mates that approximately 60 percent of bank 
fraud cases involving a data breach or theft of 
funds are the work of an insider. In addition to 
fraud, sabotage and theft of intellectual prop-
erty also present serious insider threats. 

Perpetrators of insider fraud have been cate-
gorized in studies as having organizational or 
individual relationships. Typically, insiders with 
organizational relationships hold non-tech-
nical positions but have authorized access to 
systems for their jobs. They are after fi nancial 
gain and will usually commit the crime while at 
the work location. 

Insiders with technical or technical-related 
positions have individual relationships. Consul-
tants, contractors and trusted third parties are 
included in this category because they can use 
their technical knowledge to cause damage to 
the institution. Insiders with individual relation-
ships typically commit sabotage or steal intel-
lectual property (client databases, proprietary 
software code, etc.). Cases of sabotage usually 
point to technically profi cient former employees 
who use unauthorized, remote access outside 
of normal working hours while IP theft usually 
takes place during normal working hours by 
current employees with authorized access. Insti-
tutions with more effective awareness programs 
support a broader view of Know Your Employee 
(KYE). These institutions have greater insight 
into crimes committed by those with organiza-
tional versus individual relationships. 

Alarming statistics

In its “2010 Report To The Nations On Occu-
pational Fraud And Abuse,” the Association of 
Certifi ed Fraud Examiners (ACFE) compiled 
data from approximately 2,000 worldwide 
fraud cases that occurred between January 
2008 and December 2009. The study revealed 
that the most commonly victimized sectors 
were banking/fi nancial services, manufacturing 
and government/public administration. Based 
on information provided by the certifi ed fraud 
examiners who investigated these cases, the 
report presented some interesting statistics:

• Organizations lost an estimated 5 percent 
of annual revenue to fraud. When applied 
to 2009 Gross World Product, this 
translates to $2.9 trillion in potential fraud 
losses.

• Nearly one quarter of the frauds involved 
losses of at least $1 million.

• The median time for detection was 18 
months.

• 90 percent of the cases analyzed were asset 
misappropriation schemes.

• More than 80 percent of the fraud cases 
were committed by individuals who worked 
in accounting, operations, sales, executive/
upper management, customer service or 
purchasing.

Recognizing the growing threat of fraud, the 
U.S. Department of Justice FY 2010 Budget 
Request included an increase of $62.6 million 
and 379 additional positions to fi ght mortgage 
fraud, corporate fraud and other economic 
crimes more aggressively. 

Analyzing the risk of insider fraud 

Globalization has contributed to the complexity 
of analyzing insider threats. When assessing 
employee and third-party risk, institutions 
should consider the following factors:

• Collusion — insiders may be recruited by or 
working for outsiders such as crime rings or 
foreign organizations and governments.

• Business partners — the level of diffi culty 
monitoring and controlling access to infor-
mation and systems increases with “trusted” 
business partners.

• Mergers and acquisitions — there is a height-
ened risk when organizations merge into an 
acquiring organization.

• Cultural differences — it is more diffi cult to 
recognize behavioral indicators in a multicul-
tural environment.

• Foreign allegiances — organizations oper-
ating outside their country of domicile may 
have overseas employees with other alle-
giances.

In addition, organizational culture, subtle inter-
actions, psychological issues and company poli-
cies and business practices should be considered 
in the analysis. Institutions that understand the 
true scope and profi le of internal fraud risk will 
be better positioned to protect all their assets. 

Implementing an aggressive defense 

While industry experts agree that education is 
the best defense, enterprise-wide awareness 

is only half the battle. Institutions are advised 
that a holistic approach is the only effec-
tive way to detect and prevent insider fraud. 
Recommendations for a holistic strategy take a 
four-pronged approach:

Organization — establish a pro-active anti-fraud 
culture.

• Begin with the hiring process; new employee 
screening and training

• Implement effective awareness programs 
with periodic re-training of employees

• Monitor and respond to suspicious or disrup-
tive behavior

• Anticipate and manage negative workplace 
issues

Policies and Practices — clearly document and 
consistently enforce policies and controls.

• Evaluate threat of insiders, business partners 
and trusted third parties in enterprise-wide 
risk assessments

• Develop an insider incident response plan 
which includes a confi dential, safe “whistle 
blower” process

• Escalate suspicious activity responses
• Implement strict password and account 

management policies on a need-to-know 
basis

Technology — create unifi ed tracking and moni-
toring of environments and data.

• Consider insider threats in the software 
development life cycle

• Employ authentication and intrusion tech-
nologies

• Exercise extra caution with administrators 
and privileged users

• Implement strict system change controls

Customers — establish ongoing fraud preven-
tion education.

• Seminars
• Privacy policies
• Statement inserts
• Web site message boards 

The threat of criminal activity continues to 
increase with more complex fraud schemes 
on the rise. The FBI’s Criminal Investigative 
Division reported to the U.S. Senate Judiciary 
Committee that new corporate fraud cases 
increased by 111 percent in 2010. Insider 
fraud remains one of the weakest points, and, 
therefore, the greatest area of exposure for 
many institutions. It is defi nitely time to take 
note and revisit 2011 plans and budgets to 
ensure insider fraud detection gets the atten-
tion it deserves.  

Carol Stabile, CAMS, senior business manager, 
Safe Banking Systems LLC, Mineola, NY, USA, 
carol.stabile@safe-banking.com
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Institutions that understand the 
true scope and profi le of internal 
fraud risk will be better positioned 
to protect  all their assets
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