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EXECUTIVE SUMMARY 

The 2015 National Money Laundering Risk Assessment (NMLRA) identifies the money laundering risks 
that are of priority concern to the United States. The purpose of the NMLRA is to explain the money 
laundering methods used in the United States, the safeguards in place to address the threats and 
vulnerabilities that create money laundering opportunities, and the residual risk to the financial system 
and national security. The terminology and methodology of the NMLRA is based on the guidance of the 
Financial Action Task Force (FATF), the international standard-setting body for anti-money laundering 
and counter-terrorist financing safeguards. The underlying concepts for the risk assessment are threats 
(the predicate crimes associated with money laundering), vulnerabilities (the opportunities that facilitate 
money laundering), consequence (the impact of a vulnerability), and risk (the synthesis of threat, 
vulnerability and consequence).  

Threats

Money laundering1 is a necessary consequence of almost all profit generating crimes and can occur 
almost anywhere in the world. It is difficult to estimate with any accuracy how much money is laundered 
in the United States. However, while recognizing the limitations of the data sets utilized, this assessment 
estimates that about $300 billion is generated annually in illicit proceeds. Fraud and drug trafficking 
offenses generate most of those proceeds. 

Fraud encompasses a number of distinct crimes, which together generate the largest volume of illicit 
proceeds in the United States. Fraud perpetrated against federal government programs, including false 
claims for federal tax refunds, Medicare and Medicaid reimbursement, and food and nutrition subsidies, 
represent only one category of fraud but one that is estimated to generate at least twice the volume of 
illicit proceeds earned from drug trafficking. Healthcare fraud involves the submission of false claims for 
reimbursement, sometimes with the participation of medical professionals, support staff, and even 
patients. Federal government payments received illegally by check can be cashed through check cashing 
services, some of which have been found to be complicit in the fraud.  

Use of the Internet to commit identity theft has expanded the scope and impact of financial fraud 
schemes. Personal identifying information and the information used for account access can be stolen 
through hacking or social exploits in which the victim is tricked into revealing data or providing access to 
a computer system in which the data is stored. A stolen identity can be used to facilitate fraud and launder 
the proceeds. Stolen identity information can be used remotely to open a bank or brokerage account, 
register for a prepaid card, and apply for a credit card.  

Drug trafficking is a cash business generating an estimated $64 billion annually from U.S. sales. Mexico 
is the primary source of supply for some drugs and a transit point for others. Although there are no 
reliable estimates of how much money Mexican drug trafficking organizations earn overall (estimates 
range from $6 billion to $39 billion), for cocaine, Mexican suppliers are estimated to earn about 14 cents 

������������������������������������������������������������������������������������������������������������������������
1 The three stages of money laundering are: (1) placement, in which illicit proceeds are introduced into the financial 
system; (2) layering, in which the criminal attempts to separate the proceeds from the crime through a series of 
transactions; and (3) integration, where the illicit funds re-enter the economy disguised as legitimate funds. 
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of every dollar spent by retail buyers in the United States. It is the thousands of low level drug dealers and 
distributors throughout the country who receive most of the drug proceeds.  

The severing by U.S. banks of customer relationships with Mexican money exchangers (casas de cambio) 
as a result of U.S. enforcement actions against U.S. banks between 2007 and 2013, combined with the 
U.S. currency deposit restrictions imposed by Mexico in 2010, are believed to have led to an increase in 
holding and using drug cash in the United States and abroad, because of placement challenges in both 
countries. This shifted some money laundering activity from Mexico to the United States.  

International organized crime groups target U.S. interests both domestically and abroad. The criminal 
activity associated with these groups includes alien smuggling, drug trafficking, extortion, financial fraud, 
illegal gambling, kidnapping, loan sharking, prostitution, racketeering, and money laundering. Some 
groups engage in white-collar crimes and co-mingle illegal activities with legitimate business ventures.

Vulnerabilities

The size and sophistication of the U.S. financial system accommodates the financial needs of individuals 
and industries globally. The breadth of products and services offered by U.S. financial institutions, and 
the range of customers served and technology deployed, creates a complex, dynamic environment in 
which legitimate and illegitimate actors are continuously seeking opportunities.

This assessment finds that the underlying money laundering vulnerabilities remain largely the same as 
those identified in the 2005 United States Money Laundering Threat Assessment. The money laundering 
methods identified in this assessment exploit one or more of the following vulnerabilities:  

�x Use of cash and monetary instruments in amounts under regulatory recordkeeping and reporting 
thresholds;

�x Opening bank and brokerage accounts using nominees to disguise the identity of the individuals 
who control the accounts;  

�x Creating legal entities without accurate information about the identity of the beneficial owner;  

�x Misuse of products and services resulting from deficient compliance with anti-money laundering 
obligations; and  

�x Merchants and financial institutions wittingly facilitating illicit activity.  

Cash (bank notes), while necessary and omnipresent, is also an inherently fungible monetary instrument 
that carries no record of its source, owner, or legitimacy. Cash generated from drug trafficking or fraud 
can be held or spent as cash. Alternatively, criminals can buy cashier’s checks, money orders, nonbank 
wire transfers, prepaid debit cards, and traveler’s checks to use instead of cash for purchases or bank 
deposits. Transactions with cash and cash alternatives can be structured to stay under the recordkeeping 
and reporting thresholds, and case examples demonstrate that some merchants will accept more than 
$10,000 in cash without reporting the transaction as required.  

To move funds into an account at a bank or broker-dealer, case examples show criminals may use an 
individual, serving as a nominee, to open the account and shield the identities of the criminals who own 
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and control the funds. Alternatively, the account may be opened in the name of a business that was 
created to hide the beneficial owner who controls the funds.  

Trade-based money laundering (TBML) can involve various schemes that disguise criminal proceeds 
through trade-related financial transactions. One of the more common schemes is the Black Market Peso 
Exchange (BMPE) which involves money brokers making local currency available in Latin America and 
Asia for drug dollars in the United States. Another form of TBML involves criminals using illicit 
proceeds to purchase trade goods, both to launder the cash and generate additional profits.  

Risks

Any financial institution, payment system, or medium of exchange has the potential to be exploited for 
money laundering or terrorist financing.2 The size and complexity of the financial system in the United 
States, and the fertile environment for innovation, create legitimate and illegitimate opportunities. 
However, the potential money laundering risks are significantly reduced by anti-money laundering 
regulation, financial supervision, examination, and enforcement. The risks that remain, including those 
that are unavoidable, are: 

�x Widespread use of cash, making it difficult for authorities to differentiate between licit and illicit 
use and movement of bank notes;  

�x Structured transactions below applicable thresholds to avoid reporting and recordkeeping 
obligations;

�x Individuals and entities that disguise the nature, purpose, ownership, and control of accounts;  

�x Occasional AML compliance deficiencies, which are an inevitable consequence of a financial 
system with hundreds of thousands of locations for financial services;  

�x Complicit violators within financial institutions; and 

�x Complicit merchants, particularly wholesalers who facilitate TBML, and financial services 
providers.

The case examples cited throughout the NMLRA show that criminals use every feasible money 
laundering method available to them, exploiting opportunities wherever they find them. This means that 
in practice, different money laundering methods are used simultaneously or sequentially, or are alternated 
in response to actions taken by law enforcement and financial supervisors. The continuously shifting and 
opportunistic focus of money launderers makes it difficult and potentially misleading to attempt to rank 
order financial services or sectors on the basis of money laundering risk.  

������������������������������������������������������������������������������������������������������������������������
2 See U.S. Terrorist Financing Risk Assessment 2015.  
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INTRODUCTION

The 2015 National Money Laundering Risk Assessment (NMLRA) identifies the money laundering risks 
that are of priority concern to the United States. The purpose of the NMLRA is to help the public and 
private sectors recognize and understand the money laundering methods used in the United States, the 
effectiveness of current efforts to address the threats and vulnerabilities that create money laundering 
opportunities, and the residual risk to the financial system and national security.  

The NMLRA updates and expands the National Money Laundering Threat Assessment (MLTA) of 20053

by: 

�x Consolidating information from agency-specific, Congressional, and White House sources 
published since 2006; 

�x Identifying case examples and trends from approximately 5,000 money laundering-related federal 
prosecutions (2006-2011); 

�x Drawing from the work of the interagency Task Force on the U.S. Anti-Money Laundering 
Framework and the Securities and Derivatives Markets Working Group, which have identified 
illicit financing threats, trends, and risks in the United States; and  

�x Identifying priority money laundering risks.  

Participants

The NMLRA was drafted by the Department of the Treasury’s Office of Terrorist Financing and 
Financial Crimes (TFFC). In preparing the NMLRA, TFFC consulted with the following offices and 
agencies: 

�x Department of the Treasury 

o Terrorism and Financing Intelligence 

�ƒ Financial Crimes Enforcement Network (FinCEN) 

�ƒ Office of Foreign Assets Control (OFAC) 

�ƒ Office of Intelligence and Analysis (OIA) 

�ƒ Treasury Executive Office of Asset Forfeiture (TEOAF) 

o Internal Revenue Service (IRS) 

�ƒ Criminal Investigations (CI) 

�ƒ Small Business/Self-employed (SBSE) 

�x Department of Justice (DOJ) 

o Executive Office for United States Attorneys (EOUSA) 

o Asset Forfeiture and Money Laundering Section (AFMLS) 

������������������������������������������������������������������������������������������������������������������������
3 U.S. Money Laundering Threat Assessment, U.S. Money Laundering Threat Assessment Working Group, 2005. 
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o Drug Enforcement Administration (DEA) 

o Federal Bureau of Investigation (FBI) 

�x Department of Homeland Security (DHS) 

o Immigration and Customs Enforcement (ICE), Homeland Security Investigations (HSI) 

o United States Secret Service (USSS) 

�x Department of Health and Human Services (HHS) 

�x United States Postal Service (USPS) 

�x Staff of the Federal functional regulators (FFR)4

Sources

The NMLRA is compiled from agency-specific, interagency, and Congressional advisories, analysis, 
guidance, reports, and testimony published since 2006, new domestic research and analysis, and relevant 
private sector and international studies. Private sector input was incorporated through analysis conducted 
by the Financial Crimes Enforcement Network (FinCEN) of Bank Secrecy Act reporting, including 
suspicious activity reports (SARs) and currency transaction reports (CTRs). 

The Department of the Treasury, with the support of EOUSA, conducted an unprecedented analysis of 
some 5,000 federal indictments and other charging documents alleging money laundering and related 
charges in cases from 2006 to 2011.5 The criminal charging documents reviewed cited at least one of the 
following money laundering-related charges: 

�x Title 18 of the U.S. Code, Section 1956, which prohibits conducting a financial transaction with 
the proceeds of any of a number of specified unlawful activities (SUAs) with the specific intent to 
promote an SUA; conceal or disguise the source, origin, nature, ownership, or control of the 
proceeds; evade reporting requirements; or evade taxes. The SUAs for 18 U.S.C. § 1956 and 18 
U.S.C. § 1957 are identified at 18 U.S.C. § 1956(c)(7). This statute also criminalizes the 
international movement of criminal proceeds with the specific intent to conceal or disguise the 
source, origin, nature, ownership, or control of the proceeds or to evade reporting requirements. 
Even the international movement of clean money is illegal if the movement is conducted with the 
specific intent of promoting illegal activity. 

�x Title 18 of the U.S. Code, Section 1957, which makes it a crime to conduct a monetary 
transaction of more than $10,000 knowing those funds were proceeds of an SUA. 

������������������������������������������������������������������������������������������������������������������������
4This includes staff of: the Commodity Futures Trading Commission (CFTC); Federal Deposit Insurance 
Corporation (FDIC); Board of Governors of the Federal Reserve System (Federal Reserve); National Credit Union 
Administration (NCUA); Office of the Comptroller of the Currency (OCC); and the Securities and Exchange 
Commission (SEC).  SEC staff also sought input from the staff of the Financial Industry Regulatory Authority, 
which is the largest self-regulatory organization for broker-dealers doing business with the public in the United 
States. CFTC staff also sought input from the staff of the National Futures Association and the Chicago Mercantile 
Exchange Group, Inc. 
5 Many states also have laws against money laundering. See Appendix A for list of state money laundering laws. 
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�x Title 18 of the U.S. Code, Section 1960, which prohibits operating a money transmitting business 
without obtaining a state license, if one is required; without registering with the Financial Crimes 
Enforcement Network; or, regardless of the business’s license or registration status, transmitting 
or transporting funds derived from a criminal offense or intended to be used to promote or 
support unlawful activity.  

�x Title 31 of the U.S. Code, Section 5313, which requires a financial institution to file a Currency 
Transaction Report (CTR) with FinCEN for each cash transaction or group of related cash 
transactions in a day that aggregate to more than $10,000. Willful failure to file a CTR is 
criminalized under Title 31 of the U.S. Code, Section 5322. 

�x Title 31 of the U.S. Code, Section 5316, requires an individual to file a Currency or Monetary 
Instruments Report (CMIR) with FinCEN whenever the individual brings into or takes out of the 
country more than $10,000 in monetary instruments, including currency, traveler’s checks, and all 
bearer negotiable financial instruments. Willful failure to file a CMIR is criminalized under Title 
31 of the U.S. Code, Section 5322. 

�x Title 31 of the U.S. Code, Section 5324, prohibits anyone from intentionally structuring 
transactions in amounts less than $10,000 specifically to evade the CTR, CMIR, or Form 8300 
filing requirements and prohibits anyone from filing a CTR, CMIR, or Form 8300 that contains a 
material omission or misstatement. 

�x Title 31 of the U.S. Code, Section 5331, which requires a nonfinancial trade or business to file a 
Form 8300 with FinCEN for each cash transaction or two or more related cash transactions in a 
day that aggregate to more than $10,000. Willful failure to file a Form 8300 is criminalized under 
Title 31 of the U.S. Code, Section 5322. 

�x Title 31 of the U.S. Code, Section 5332, which makes it a crime to conceal and transport more 
than $10,000 in currency or other monetary instruments into or out of the United States with the 
intent to evade the CMIR requirement. 

These statutes encompass a broad range of money laundering activity. It should be noted, however, that 
not all prosecutions for financial crimes include a money laundering or related charge, so the indictments 
and other court documents reviewed are not necessarily representative of all financial crime prosecutions. 
Additionally, the criminal charging documents were not intended to support this type of research as 
criminal charging documents need not catalog every criminal act or detail. Despite the flaws inherent in 
this type of study, the data provide a revealing glimpse into the state of illicit finance in the United States. 
The case examples cited in the NMLRA illustrate current money laundering risks. The cases reveal a 
number of ultimately failed schemes to launder money.  
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Methodology

The terminology and methodology of the NMLRA are based on the guidance of the FATF,6 which 
presents a process for conducting a risk assessment at the national level. This approach uses the following 
key concepts: 

�x Threats: These are the predicate crimes that are associated with money laundering. In some 
cases, specific crimes are associated with specific money laundering methods. Understanding the 
threat environment is essential to understanding the vulnerabilities that create money laundering 
opportunities, and to understanding the residual risks. 

�x Vulnerability : This is what facilitates or creates the opportunity for money laundering. It may 
relate to a specific financial sector or product, or a weakness in regulation, supervision, or 
enforcement, or reflect unique circumstances in which it may be difficult to distinguish legal from 
illegal activity.  

�x Consequence: Not all money laundering methods have equal consequences. The methods that 
allow for the most amount of money to be laundered most effectively or most quickly present the 
greatest potential consequences.

�x Risk: Risk is a function of threat, vulnerability, and consequence. It represents a summary 
judgment.  

The NMLRA uses all available information to identify as objectively as possible the priority money 
laundering risks to the United States.7 The fact-finding and assessment process involved: 

�x Identifying the nature and volume of predicate financial crime in the United States to determine 
the source of domestic illicit proceeds; 

�x Tallying the money laundering methods identified through civil and criminal investigations and 
criminal prosecutions;  

�x Assessing the deterrent effect of domestic regulation, supervision, and enforcement on potential 
money laundering methods; and  

�x Using the foregoing research and analysis to identify residual money laundering risks in the 
United States.  

The NMLRA begins with an overview of the predicate crimes associated with money laundering that are 
the threats present in the United States. Following this overview, a chapter is devoted to each of the 
financial sectors identified as money laundering conduits in law enforcement investigations and 
prosecutions, supervisory examinations, and reporting to FinCEN. Each chapter identifies the relevant 
preventive measures, money laundering vulnerabilities with case examples, and the residual risks.  

������������������������������������������������������������������������������������������������������������������������
6 FATF Guidance, National Money Laundering and Terrorist Financing Risk Assessment, February 2013.  
7 The NMLRA considers the threat, vulnerabilities, consequences, and risks posed to the United States as a whole, 
as opposed to the risks relevant to a financial institution. Each financial institution should conduct its own risk 
assessment based on vulnerabilities and other relevant factors specific to that financial institution.  
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SECTION I. THREATS: PREDICATE CRIMES 

The United Nations Office on Drugs and Crime (UNODC) estimated proceeds from all forms of financial 
crime in the United States, excluding tax evasion, was $300 billion in 2010, or about two percent of the 
U.S. economy.8 This is comparable to U.S. estimates. UNODC estimates illicit drug sales were $64 
billion9, which the DEA believes is a reasonable current estimate, putting the proceeds for all other forms 
of financial crime in the United States at $236 billion, most of which is attributable to fraud.  

A. Fraud 

The dollar volume of fraud dwarfs other illicit proceeds-generating crimes in the United States. Unlike 
drug trafficking, fraud proceeds rarely start off as a cash purchase. The transactions typically occur 
through normal, regulated financial channels and are intended to appear as legitimate.10 Criminals will, 
however, use check cashers, money transmitters, automated teller machines (ATMs), and normal 
withdrawals or transfers from bank or brokerage accounts to cash out fraud proceeds.  

A number of crimes today involve misuse of computers and illicit computer access via the Internet.  
According to DOJ, “One study earlier this year found that the United States is number one in data 
breaches world-wide — accounting for about 76 percent of all incidents in 2014. Another study last 
summer estimated the annual cost of cybercrime at no less than $400 billion.”11 Law enforcement has 
been encountering criminal misuse of computers since the early 1980s, the dawn of the computer age.12

The Computer Fraud and Abuse Act (CFAA) brought existing law up to date in 1986 in order to address 
the unauthorized access and use of computers and computer networks. Since then, the CFAA has been 
amended at least eight times as computer crimes have grown in sophistication. Cyber criminals today can 
attack the U.S. from overseas, beyond the immediate reach of American law enforcement. To respond, 
U.S. authorities work closely with foreign counterparts and use a combination of civil and criminal tools. 
Cybercrime can exploit new payment technologies for money laundering, but may also rely on low 
technology options. 

1. Healthcare Fraud 

According to the FBI, the National Health Care Anti-Fraud Association estimates that 3 to 5 percent of 
total health care expenses are fraudulent.13 Healthcare fraud accounts for the largest dollar volume of 

������������������������������������������������������������������������������������������������������������������������
8 United Nations Office on Drugs and Crime, Estimating Illicit Financial Flows Resulting From Drug Trafficking 
and other Transnational Organized Crimes, October 2011. 
9 Estimates vary. RAND Corporation estimated $100 billion in the study, “What America’s Users Spend on Illegal 
Drugs: 2000-2010," prepared for ONDCP, Office of Research, February 2014. Available at 
http://www.whitehouse.gov/sites/default/files/ondcp/policy-and-research/wausid_results_report.pdf
10 FinCEN published guidance for financial institutions on potential indicators of healthcare fraud in the SAR 
Activity Review, Issue 20, October 2009. 
11 Caldwell, Leslie R., Assistant Attorney General, Remarks at the Criminal Division’s Cybersecurity Industry 
Roundtable, Washington, D.C., April 29, 2015. 
12 DOJ, Prosecuting Intellectual Property Crimes (Office of Legal Education 2013). 
13 FBI, DOJ, FY 2014 Authorization and Budget Request to Congress, April 2013. That would put healthcare fraud 
between $84 billion and $140 billion based on the Centers for Medicare and Medicaid Services tally of $2.8 trillion 
in healthcare spending in 2012. Available at http://www.cms.gov/Research-Statistics-Data-and-Systems/Statistics-
Trends-and-Reports/NationalHealthExpendData/NationalHealthAccountsHistorical.html
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Table 2 

 

b. Trade-based Money Laundering 
 
Trade-based money laundering (TBML) is the process of disguising the origin of criminal proceeds 
through the import or export of merchandise and trade-related financial transactions. TBML refers to a 
variety of schemes that can involve moving illicit merchandise, falsifying the value of merchandise, and 
misrepresenting trade-related financial transactions with the purpose of disguising the origin of criminal 
proceeds and integrating the funds into the financial system. TBML is one of the more complex methods 
of money laundering to investigate, particularly because it involves complicit merchants.   

TBML can have a more destructive impact on legitimate commerce than other money laundering 
schemes. According to ICE HSI, transnational criminal organizations may dump imported goods 
purchased with illicit proceeds at a discount into a market just to expedite the money laundering process. 
The below-market pricing is a cost of doing business for the money launderer, but it puts legitimate 
businesses at a competitive disadvantage. This activity can create a barrier to entrepreneurship, crowding 
out legitimate economic activity. TBML also robs governments of tax revenue due to the sale of 
underpriced goods, and reduced duties collected on undervalued imports and fraudulent cargo manifests. 
The funds laundered through TBML schemes are estimated to be in the billions of dollars annually.101 

������������������������������������������������������������������������������������������������������������������������
101 ICE HSI, Trade Transparency Unit overview of TBML. Available at http://www.ice.gov/trade-transparency  

U.S. Dollar Cash Deposit Restrictions in Mexico 
Individuals Businesses 

Bank 
Customer 

Non-bank Customer Border/Tourist 
Areas 

Rest of Country 
Mexican 
Nationals 

Foreigners 

$4,000/month $300/day or 
$1,500/month 

$1,500/month $14,000/month or 
unlimited if 
additional 
information 
provided  

Prohibited, or unlimited 
if additional 
information provided 
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B. Banking 

Most Americans use a bank for financial services.115 As of 2011, fewer than 10 percent of American 
adults lived in a household without a bank account.116 The U.S. banking system consists of approximately 
13,000 depository institutions that operate within a variety of diverse business models, of which half are 
banks (commercial banks, community banks, industrial loan companies, and savings associations). The 
other half are credit unions, which are not-for-profit organizations that hold just less than 10 percent of 
total domestic deposits. In comparison, just six banks hold more than 40 percent of total domestic 
deposits.117 Although all financial institutions are exposed to potential illicit activity, the large proportion 
of dollar-denominated transactions that clear daily through these six banks put them at highest risk. 
Americans that do not have access to, or choose not to use, traditional banking services may obtain 
financial services using money services businesses (MSBs).118 But MSBs, in turn, must have access to the 
banking system in order to settle accounts among agents and other financial institutions. Banks may also 
hold accounts with other banks, including both U.S. and foreign banks, in order to facilitate domestic as 
well as cross-border transactions and other financial services.  

Banks offer a wide range of products and services that are intended to increase customer convenience and 
access to funds. While most customers use these products and services as intended, criminals are 
continually seeking opportunities to misuse them for illicit purposes. This misuse by criminals tests the 
internal controls established by banks to manage the risks associated with the use of these products and 
services. One of the key challenges facing banks is adequately adapting their controls on a timely basis to 
close vulnerabilities exploited by criminals. 

1. Vulnerabilities 

The global dominance of the U.S. dollar generates trillions of dollars of daily transaction volume through 
U.S. banks, creating significant exposure to potential money laundering activity.  The Federal Reserve 
System’s real-time gross settlement system, Fedwire, which is used to clear and settle payments with 
immediate finality, processed an average of $3.5 trillion in daily funds transfers in 2014.119 The Clearing 
House Interbank Payment System (CHIPS)120 is the largest private-sector U.S.-dollar funds-transfer 
system in the world, clearing and settling an average of $1.5 trillion in cross-border and domestic 
payments daily. CHIPS estimates that it is responsible for processing more than 95 percent of U.S. dollar-
denominated cross-border transactions, and nearly half of all domestic wire transactions.121 The average 
value of a transaction on Fedwire and CHIPS is in the millions of dollars. The automated clearinghouse 

������������������������������������������������������������������������������������������������������������������������
115 FDIC, National Survey of Unbanked and Underbanked Households, 2013; Under the BSA, as implemented by 31 
C.F.R. § 1010.100, the term “bank” includes each agent, agency, branch or office within the U.S. of commercial 
banks, savings and loan associations, thrift institutions, credit unions, and foreign banks. The term “bank” is used 
throughout this document generically to refer to these financial institutions. 
116 FDIC, National Survey of Unbanked and Underbanked Households, 2011. 
117 Those banks are: Bank of America (12.7%), Wells Fargo & Company (10%), JPMorgan Chase & Co (9.7%), 
Citigroup Inc. (4.4%), U.S. Bancorp (2.5%), and PNC Financial Services Group (2.3%). Source: FDIC Summary of 
Deposits and OTS Branch Office Survey, 2012. 
118 MSBs include check cashers, currency exchangers, and sellers of money orders, prepaid access, and travelers 
checks. 
119 http://www.federalreserve.gov/paymentsystems/fedfunds_ann.htm 
120 http://www.chips.org/home.php  
121 Id. 
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network (ACH), through which U.S. banks transfer electronic payments that are not settled in real time, 
processes more than $10 trillion in transactions annually.  This exposure to a daily flow of trillions of 
dollars in transaction volume from large value to small value payment systems requires banks to maintain 
robust safeguards to minimize the potential for illicit activity. Like any other financial industry, deficient 
compliance practices and complicit insiders are vulnerabilities, but the stakes are higher for banks given 
the volume and value of transactions that U.S. banks engage in daily.  

Preserving the integrity of the U.S. financial system requires that banks effectively monitor and control 
the money laundering risks to which they are exposed. To this end, banks are required to establish a 
written AML program reasonably designed to prevent their financial institutions from being used to 
facilitate money laundering and the financing of terrorist activities.122 The introduction of illicit proceeds 
into the financial system is the first and critical step in the money laundering process and banks are most 
vulnerable to being used for this purpose by criminals. Once illicit proceeds are placed into the financial 
system, the continued use of banks to move those funds both domestically and internationally can further 
obscure their criminal origins and facilitate their integration into the system. Therefore, establishing and 
maintaining an effective customer identification program (CIP) is a key control.  

Banks are put in a vulnerable position when individuals and entities attempt to disguise the nature, 
purpose, or ownership of their accounts. This can occur through:  

�x Structuring and misuse of currency deposits (interstate funnel accounts) 

�x Misuse of correspondent banking services 

�x Misuse of new payment technologies  

�x Nominees and misuse of legal entities  

�x Money Brokers and Trade-based money laundering  

�x Misuse of third party payment processors 

 
Banks put themselves in a vulnerable position when they fail to maintain effective compliance programs.  
Even in circumstances in which banks have effective compliance programs, a complicit employee can 
make a bank vulnerable to illicit activity. 
 

a.  Misuse of Banking Products and Services 

Structuring and Misuse of Currency Deposits (Interstate Funnel Accounts) 

Structuring is a common technique used to avoid a cash transaction threshold at which a financial 
institution applies recordkeeping and/or reporting obligations. Case examples demonstrate that customers 
will structure deposits and withdrawals to keep cash transactions below $10,000 to avoid the CTR 
reporting threshold:  

������������������������������������������������������������������������������������������������������������������������
122 See 31 C.F.R 1020.210. 
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and seventy companies responded to the survey, reporting more than 230,000 agents.221 The number of 
agents reported per MSB principal ranged from under ten to tens of thousands. Table 5 illustrates the 
number of principals that reported having agents and the corresponding number of agents reported.  
 

Table 5 

Number of Principals Number of Agents Reported per Principal 

3 20,000 or more
0 15,000 – 19,999
2 10,000 – 14,999
2 5,000 – 9,999
18 1,000 – 4,999
7 500-999 
25 100-499 
21 50-99 
54 10-49 
65 Less than 10

 
The highest volume of MSB agents was reported in California, Texas, New York, and Florida, which are 
the most populous states. There was also a high volume of agents reported in Georgia and North Carolina. 
Principals were asked to identify which MSB activities their agents conduct on behalf of the principal. 
Table 6 shows the totals reported for each category of agent activity listed.  
 

Table 6 

Category of MSB Activity 
Reported 

Number of Agents Reported 

Money Transmitter 178,944 

Seller of Money Orders 95,975 

Issuer of Money Orders 1,289 

Dealer in Foreign Exchange 435 

Check Casher 275 

Seller of Traveler’s Checks 29 

Issuer of Traveler’s Checks 16 
Note: Totals are approximate and based on totals reported, as not every  
principal checked a box for every agent 

������������������������������������������������������������������������������������������������������������������������
221 An agent is a separate business entity from the principal that the principal authorizes, through a written 
agreement or otherwise, to sell its instruments or, in the case of funds transmission, to sell its send and receive 
transfer services. 
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CONCLUSION 

The NMLRA is based primarily on law enforcement, supervisory, and FinCEN analysis, guidance, 
reports, and testimony published since 2006 and a review of almost 5,000 recent money laundering-
related prosecutions. The terminology and methodology are based on the guidance of the FATF.  

An estimated $300 billion is generated through illicit activity annually in the United States, with 
approximately 20 percent of that associated with illegal drug trafficking. Fraud accounts for most of the 
illicit proceeds in the United States, and most of that is perpetrated against U.S. government programs. 
The money laundering methods identified in the NMLRA exploit one or more of the following 
vulnerabilities:  

�x Use of cash and monetary instruments in amounts under regulatory recordkeeping and reporting 
thresholds 

�x Opening bank and brokerage accounts in the names of businesses and nominees to disguise the 
identity of the individuals who control the accounts  

�x Deficient compliance with AML regulations  

�x Merchants and financial institutions wittingly facilitating illicit activity  

AML regulation, supervision, enforcement, and compliance in the United States are generally successful 
in minimizing money laundering risks. Although criminals respond to new payment technologies and law 
enforcement initiatives and use their own innovation to spur new money laundering methods, the 
underlying vulnerabilities remain largely the same.  

Regulatory recordkeeping and reporting requirements allow for anonymous transactions at merchants and 
financial institutions in amounts below the specified thresholds, which also create the opportunity for 
structuring. Allowing low value transactions without requiring customer identification creates a constant 
money laundering vulnerability, but also facilitates access to the financial system which is an important 
policy objective. The consequence is that criminals can spend cash freely, without fear of detection, 
below the specified recordkeeping and reporting thresholds, unless they attempt structuring which many 
do. Financial institutions are adept at identifying structuring and file hundreds of thousands of SARs 
annually and many people are prosecuted.  

The use of nominees and businesses (including front companies and shell companies) to open accounts at 
banks and broker-dealers in order to disguise the identity of the individuals who control the accounts is 
intended to mislead the financial institution. Identifying when a customer is misrepresenting their identity 
or the purpose of their account poses a constant challenge to financial institutions, and creates a high risk 
for money laundering. As a practical matter, it is not possible to detect and report all potentially illicit 
transactions that flow through a financial institution.  

Deficient AML compliance and criminal complicity are not systemic vulnerabilities in the United States, 
but in a $17 trillion economy with hundreds of casinos, thousands of broker-dealers, more than 10,000 
banks, tens of thousands of MSB principals, and hundreds of thousands of MSB agents, it is inevitable 
that there will be a few that become deficient in their BSA compliance – or worse, that they create 
opportunities for money laundering. As the case examples in the NMLRA demonstrate, a single financial 

����



National Money Laundering Risk Assessment 
 

  
 

institution can be responsible for billions of dollars of money laundering. Even at financial institutions 
with otherwise effective AML controls, a single complicit employee can be responsible for significant 
criminal activity.  

Because financial crime can involve transactions that cross borders, U.S. financial institutions and 
supervisory and law enforcement authorities depend on foreign counterparts to help minimize money 
laundering risks. Law enforcement generally has access to the information it needs to investigate money 
laundering cases in the United States, but cooperation and transparency are not always present in other 
countries. Criminals moving money into or out of the United States often will route transactions through 
jurisdictions where they can obscure the financial trail with the help of corrupt officials or weak 
regulation and enforcement.  
 
The potential for anonymity in financial transactions underlies most of the vulnerabilities in this risk 
assessment. There is always a concern regarding the potential exploitation of any new product or 
technology as a vehicle for money laundering. U.S. law enforcement and regulatory agencies are 
monitoring trends in new payment methods such as virtual currencies. 
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